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CYBERSECURITY INNOVATION CHALLENGE
INDEPENDENT STUDY COURSE SYLLABUS
Create Innovative Solutions to Society’s Complex Challenges

Instructor: Program Lead: New York Academy of Sciences

Course Time & Format: 10 weeks; approximately 2-4 hours weekly
Format: Blended; Online

Age lLevel:13 - 17 years old

INDEPENDENT STUDY CREDIT

While core courses required for graduation cannot typically be replaced with independent study
credit at most schools, students can seek “alternate” credit for an Independent study in order to
satisfy an elective requirement at most Schools. Moreover, pending school approval, students at IB
Schools may be able to gain credit from this course as part of their CAS Project.

While Independent Study credit approval policies vary from school to school; the general criteria
for earning Independent study credit at IB World Schools is typically as follows:

e The International Baccalaureate Organization does not allow an Independent Study to
replace any core IB courses, but alternate credits and/or CAS credit may be permitted with
school approval.

The maximum value for a single Independent Study alternate credit is 0.5 credit.
Independent study courses must be teacher-directed, supervised by a certified teacher
and approved by the School Principal/HeadMaster/Dean of Curriculum.

e It is expected that the student will complete the work independently and the teacher will
provide guidance, oversight, and assign a grade.

e Students need to seek approval for an Independent study application from their home
school prior to student work commencing.

COURSE DESCRIPTION & OBJECTIVES

This is an online independent study course serving as an introduction to foundational concepts of
design thinking with an emphasis on developing and testing new solutions to cybersecurity
threats related to personal computing devices like smartphones, tablets, or laptops. At the same
time, cybersecurity, like many STEM Innovation Challenges, requires students to work in
cross-cultural, distributed teams, requiring cross cultural communication, dynamic problem
solving, leadership and project management skills.

Students must first identify their project team and then work together with a mentor to apply
design thinking processes to approach the real-world problems of cybersecurity. While each
student must identify their own role within the team, together they will learn how to identify and
map out a real problem and ways to build and test solutions quickly through an iterative, scientific
approach. This course requires extensive student collaboration and regular engagement through
the NYAS’s Junior Academy and its online platform, Launchpad. Students will receive a course
grade from the New York Academy of Sciences.


http://www.joinlaunchpad.com
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THE CHALLENGE
The digital landscape is rapidly transforming as information, processes, and devices are

increasingly connected in complex networks. Nearly everything is connected via the Internet:
homes, businesses, medical systems, monetary systems, infrastructure, and governments, just to
name a few. At the same time, individual users of technology open themselves up to risks on a
regular basis simply by using smartphones, tablets and laptops. These mobile computing devices
are vulnerable to multiple types of cyber threats such as phishing, malicious apps, and
ransomware. Relaxed security settings and the use of public wifi networks add on additional layers
of risk.

Thanks to our hyper-connectedness, these individual security breaches can have far-reaching
consequences. With access to a singular password or social media account, cyber criminals have
the potential to steal information and identities, crash networks, and even hold entire
governments digitally hostage. Innovative cybersecurity solutions that address the vulnerabilities
of mobile computing devices and their human users have the potential to make individuals,
organizations, and the entire digital landscape more resilient and secure.

Student Challenge: To develop a solution to address cybersecurity threats related to personal
computing devices like smartphones, tablets, or laptops. Students will work collaboratively to
consider the following when designing their teams’ solution:

Design Considerations:

e Consider a Technological Innovation, Public Awareness Campaign, Policy Change. You are
encouraged to consider more than one of these suggestions.
What policies would need to change or what policies would need to be introduced?
Consider if your solution could scale up to larger organizations such as schools, companies, or
governments.

LEARNING OBJECTIVES

NEXT GENERATION SCIENCE STANDARDS (NGSS):

Engineering Design At the end of this course, students will be able to:

ETSI-1 Define the criteria and constraints of a design problem with sufficient precision to ensure a
successful solution, taking into account relevant scientific principles and potential impacts on
people and the natural environment that may limit possible solutions.

ETSI-1 Analyze a major global challenge to specify qualitative and quantitative criteria and
constraints for solutions that account for societal needs and wants.

ETS-2 Evaluate competing design solutions using a systematic process to determine how well
they meet the criteria and constraints of the problem.

ETS1-3 Analyze data from tests to determine similarities and differences among several design
solutions to identify the best characteristics of each that can be combined into a new solution to
better meet the criteria for success.

ETSI-3 Evaluate a solution to a complex real-world problem based on prioritized criteria and
trade-offs that account for a range of constraints, including cost, safety, reliability, and aesthetics
as well as possible social, cultural and environmental impacts.
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ETSI-4 Develop a model to generate data for interactive testing and modification of a proposed
object, tool or process such that an optimal design can be achieved.

ETSI-4 Use a computer simulation to model the impact of proposed solutions to a complex
real-world problem with numerous criteria and constraints on interactions between systems
relevant to the problem.

Energy At the end of this course, students will be able to:
PS3-3 Apply scientific principles to design, build, and refine a device that works within given
constraints to convert one form of energy into another form of energy.

Earth & Human Activity At the end of this course, students will be able to:
ESS3-2 Evaluate competing design solutions for developing, managing and utilizing energy based
on cost-benefit ratios.

Ecosystems: Interactions, Energy & Dynamics At the end of this course, students will be able to:
L2-5 Evaluate competing design solutions for maintaining biodiversity and/or ecosystem services.

INNOVATION & DESIGN THINKING OBJECTIVES At the end of this course, students will be able to:

e Develop critical thinking and problem solving skills through brainstorming techniques to
develop ideas and design a solution to a complex problem.

e Develop their own arguments and analyze competing perspectives to a complex problem
with supporting evidence.

e Use data and insights of an inquiry to answer a research question using scientific terms in
charts, tables, or graphs.
Effectively communicate ideas, data and insights using various forms of media.
Effectively collaborate with team members and develop an expanded perspective about
how people from other countries see the world.

e Understand how to apply Design Thinking methods to understand what users need, and
how to develop solutions to meet those needs.

e Learn how to actively listen and solicit input from people in creative ways to generate new
ideas.

e lLearn how to test ideas and develop rapid prototypes.

CYBERSECURITY LEARNING OBJECTIVES At the end of this course, students will be able to:
Differentiate between ethical and unethical digital behaviors.

Describe various types of cyberattacks (malware, phishing, etc.)

Be able to articulate various factors that make cybercrimes so complex.

Explain the impact that cybercrimes are having on humans on a global level.

Develop a policy, public awareness or design solution that could lessen threats of
cybersecurity.

Understand the variety of career opportunities that exist within the cybersecurity workforce.
Identify various careers in the field and have the confidence to pursue future learning
and/or a career in cybersecurity.
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COURSE OUTLINE
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[ Join Launchpad Platform
Week] PY Gettlng Storted W/Junior ACGdemy D ReVieW JuniOI’ ACGdemV Ol’ientdtion |ndividuq|
e Complete Course Pre-Survey [J Attend Virtual Kick Off Week
[(J] complete Course Pre-Survey
PHASE 1 Challenge Team Formation
Challenge introduction [J complete Required Weekly Reading
week?2 |° B.acl'<ground on your Challenge [J Engage in Launchpad Discussions Collaborative
° Fmdmg Mentors & Experts [J complete activities found in resource
* Reaching out to experts library on cybersecurity
Team Building [J Engage in Launchpad Discussions
i Hold Ist T Meeti
Weok3 |° Fornqmg YOl.Jr Team o [] Hold 1st Team .ee ing | Collaborative
e Holding a Virtual Team Building [J complete Required Weekly Reading
e Creating a Team Comm’s Plan [] Due Milestone #1: Team Dynamics
PHASE 2 Research, Brainstorm & Plan
Researching
e Cybersecurity & Cybercrime [J Engage in Launchpad Discussions Individual
Week 4 Prevention [J Engage/Meet with your Team Collaborative
e Developing research questions and [J complete Required Weekly Reading
interviewing
Brainstorming . [[J Engage in Launchpad Discussions
Wweek5 |® Team Concept Brainstorm O e IMeet with T Collaborative
e Develop How Might We Ideas ngage/iee W.I yourteam .
e Building Team Empathy [J complete Required Weekly Reading
Design & Plan [J Engage in Launchpad Discussions
Week s |® Categorizing & Bundling Ideas [J Engage/Meet with your Team Individual
e Deciding & creating your concept [[] Complete Required Weekly Reading Collaborative
 Developing a user testing plan [[] Due: Milestone #2: Design & Test Plan
PHASE 3 Build, Test & Analyze
Build
e Creating a Prototype [J Engage in Launchpad Discussions
Week 7 |e Build storyboard & journey map [J engage/Meet with your Team Collaborative
e Identifying your variables [[] complete Required Weekly Reading
e Rapid Prototyping
Test & Analyze [J Engage in Launchpad Discussions
i i En Meet with r Team
Weoks |° Conc.juctmg User Testing [J eEngage/Mee W‘I your Tea | Collaborative
e Getting User Feedback [[J complete Required Weekly Reading
* Analyzing your data Results [[] Due: Milestone #3 Analyze Results
PHASE 4 Iterate & Develop Final Projects



https://joinlaunchpad.com/#/resources/31/getting-started-with-the-junior-academy
https://joinlaunchpad.com/#/resources/7/junior-academy-orientation-3
https://docs.google.com/document/d/1lc92DO6Iqu0xyFrFxhXnVqztnkTdAl9F/edit#heading=h.9j3etf3axrcu
https://docs.google.com/document/d/1GrB_JedG0W9cJG1MZSKJbGebO4aCAiH2/edit#heading=h.9j3etf3axrcu
https://docs.google.com/document/d/1UloW_c2Eoi2e9ooe2auKBJ8ZiKXgEl7W/edit#heading=h.9j3etf3axrcu
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lterate o ) [J Engage in Launchpad Discussions o
e Modifying your concept design ) Individual
Week 9 based on your results [J Engage/Meet with your Team Collaborative
e Refining & re-test your prototype [J complete Required Weekly Reading
Develop Final Project [J Due: Executive Summary
e Creating draft of Final Project . .
. . Due: Elnal Team Presentation In |
Week 10 |e Project Feedback & revision 0 d|V|duo_
e Submitting Final Project [ Due: Personal Reflection Collaborative
e Complete Course Post-Survey [J Complete Course Post-Survey
New York Academy Challenge Final Project Review & Grading
COURSE ASSIGNMENTS % of FINAL GRADE
Milestone #1: Team Dynamics: This assignment is focused on team building and planning for 10%

how students will work together.

Milestone #2: Design & Test Plan: This assignment is focused on the Team's proposed solution, 10%
hypothesis and test plan.

Milestone #3: Build, Test & Analyze: This assignment is focused on building, testing and 10%
analyzing data related to your solution.

20%
Team Collaboration & Online Engagement throughout course

Final Presentation, Executive Summary & Personal Reflection 50%

Elnal Presentation Rubric

(100%) Final Grade

GRADING POLICY

Late-work policy: Late work for this course will not be accepted after the due date unless
previously arranged with the Academy for extenuating circumstances. It is important to stay
up-to-date on assignments since much of the work builds on previous assignments and will
impact students’ ability to be effective in providing solutions for their teams’ projects.

Re-grade policy: If a student thinks there has been a technical error in the grading of an
assignment, they should email program administration at the Academy within one week of
receiving the graded assignment, otherwise the assignment will not be regraded.

REQUIRED READING LIST
Students are expected to read and refer to a wide variety of texts throughout this course; all of
which can be found in the Launchpad resource library and are organized by week below.

Week 1

Launchpad Platform, Launchpad

Junior Academy Orientation, Launchpad
Week 2

Cybersecurity Innovation Challenge Background, Launchpad

What We Know about Al, Cybersecurity & Big Tech, Pew Research Center
Defining Cybercrime, Interpol


https://docs.google.com/document/d/1BTteGwUGtx6b58A5pQJMD_-Z3W7PuTeJqHAZ2rjT-yI/edit#heading=h.9j3etf3axrcu
https://docs.google.com/document/d/1BTteGwUGtx6b58A5pQJMD_-Z3W7PuTeJqHAZ2rjT-yI/edit#heading=h.9j3etf3axrcu
https://docs.google.com/document/d/1BTteGwUGtx6b58A5pQJMD_-Z3W7PuTeJqHAZ2rjT-yI/edit#heading=h.9j3etf3axrcu
https://docs.google.com/document/d/1huEQpguMcVYae3OtAk_cLZ3FG3Kivyym9RDoMtHT83M/edit
https://joinlaunchpad.com/#/resources/31/getting-started-with-the-junior-academy
https://joinlaunchpad.com/#/resources/7/junior-academy-orientation-3
https://joinlaunchpad.com/#/challenges/73/cybersecurity-junior-academy-challenge-spring-2023
https://www.pewresearch.org/internet/2023/08/17/what-americans-know-about-ai-cybersecurity-and-big-tech/
https://www.interpol.int/en/Crimes/Cybercrime
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Week 3
What is Human Centered Design?, Video Design Kit, Innovation, Design, Engineering & Organization (IDEO)
Design Thinking for Problem Solving, Video Design Kit, Innovation, Design, Engineering & Organization (IDEO)
Week 4
What is a Ransomware Attack? Imperva, Cybersecurity Protection Commission

What is Malware? Cisco Systems What is CrytoJacking? Interpol

OnlLine Safety & Privacy Basics, National Cybersecurity Alliance

CyberSecurity for Mobile Users, Znet, Online Safety Advisors

P. Sharma, B. Dash & F. Ansari Anti-Phishing Technigues. A Review of Cyber-Defense Mechanisms. International
Journal of Advanced Research in Computer and Communication Engineering, V11, Issue 7 2022.

A. Aslan & R. Samet, "A Comprehensive Review on Malware Detection Approaches,” IEEE, V8, pp. 6249-6271, 2020,
Gilbert, Mitao & Planes, “The Rise of Machine Learning for Detection & Classification of Malware”, Journal of
Network & Computer Applications, V153, 2020

Interviewing Experts, Design Kit, Innovation, Design, Engineering & Organization (IDEO)

Interviewing Individuals, Design Kit, Innovation, Design, Engineering & Organization (IDEO)

Interviewing Groups, Design Kit, Innovation, Design, Engineering & Organization (IDEO)
Week 5

How Might We, Design Kit, Innovation, Design, Engineering & Organization (IDEO)
Brainstorming Rules, Design Kit, Innovation, Design, Engineering & Organization (IDEO)

How to Facilitate a Brainstorm, Stanford D School, 2020
Week 6
Bunding Ideas, Design Kit, Innovation, Design, Engineering & Organization (IDEO)
Doing a Gut Check, Design Kit, Innovation, Design, Engineering & Organization (IDEO)
Creating a Concept, Design Kit, Innovation, Design, Engineering & Organization (IDEO)
Week 7

Determine What to Prototype, Design Kit, Innovation, Design, Engineering & Organization (IDEO)
Rapid Prototyping, Design Kit, Innovation, Design, Engineering & Organization (IDEO)
Prototype to Test, Design Kit, Innovation, Design, Engineering & Organization (IDEO)
Identify a Variable, Design Kit, Innovation, Design, Engineering & Organization (IDEO)

Journey Maps, Design Kit, Innovation, Design, Engineering & Organization (IDEO)

Week 8
Get Feedback, Design Kit, Innovation, Design, Engineering & Organization (IDEO)
Testing with Users, Design Kit, Innovation, Design, Engineering & Organization (IDEO)
Research Methods, Launchpad
Week 9 - Week 10
Integrate Feedback & Iterate, Design Kit, Innovation, Design, Engineering & Organization (IDEO)
How to Create a Presentation, Launchpad
How to Create Video Presentations, Movavi

Presentation Guidelines, Launchpad



https://vimeo.com/106505300
https://www.youtube.com/watch?v=ldYzbV0NDp8
https://www.imperva.com/learn/application-security/ransomware/
https://www.cisco.com/site/us/en/products/security/what-is-malware.html#~7-types-of-malware
https://www.interpol.int/en/Crimes/Cybercrime/Cryptojacking
https://staysafeonline.org/online-safety-privacy-basics/mobile-devices/
https://staysafeonline.org/online-safety-privacy-basics/mobile-devices/
https://www.researchgate.net/publication/362143730_Anti-Phishing_Techniques_-A_Review_of_Cyber_Defense_Mechanisms
https://ieeexplore.ieee.org/abstract/document/8949524
https://www.sciencedirect.com/science/article/pii/S1084804519303868
https://www.designkit.org/methods/expert-interview.html
https://www.designkit.org/methods/interview.html
https://www.designkit.org/methods/group-interview.html
https://vimeo.com/102964749?embedded=true&source=vimeo_logo&owner=8938528
https://www.designkit.org/methods/brainstorm-rules.html
https://hci.stanford.edu/courses/cs247/2011/readings/dschool-brainstorming.pdf
https://www.designkit.org/methods/bundle-ideas.html
https://www.designkit.org/methods/gut-check.html
https://www.designkit.org/methods/create-a-concept.html
https://www.designkit.org/methods/determine-what-to-prototype.html
https://www.designkit.org/methods/rapid-prototyping.html
http://dschool-old.stanford.edu/wp-content/themes/dschool/method-cards/prototype-to-test.pdf
http://futureofstuffchallenge.org/download/prototype/bootleg-identifyavariable.pdf
https://www.designkit.org/methods/storyboard.html
https://www.designkit.org/methods/journey-map.html
https://www.designkit.org/methods/get-feedback.html
https://futureofstuffchallenge.org/download/prototype/bootleg-usertesting.pdf
https://joinlaunchpad.com/#/resources
https://www.designkit.org/methods/integrate-feedback-and-iterate.html
https://www.designkit.org/methods/integrate-feedback-and-iterate.html
https://www.readwritethink.org/sites/default/files/resources/lesson_images/lesson1063/CreatingPowerPointSlide.pdf
https://www.movavi.com/mac/
https://docs.google.com/document/d/1prNHCxQsidWb42dWhRGgDlvsrN4a_D4WB24Y2XRC-UM/edit

